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CBiTOBA NPAKTUKA 60POTb6M 3 MOPYLUHUKAMU LUBUAKICHOIO PEXXUMY BE/IbMU
PIi3HOMQHITHQ, asle, 3arasziom, B Pi3HUX KPAiHaX BUKOPUCTOBYIOTbCS OAHI M Ti Yk MeToau —
¢oto Ta Bigeo pikcauia npaBonopyLUeHb.

LLle KinbKa MicsLLiB TOMY piBeHb JOPOXHbO-TPAHCMOPTHUX KaTacTpod B YKpaiHi gocar HeuyBaHUX MacluTabiB,
BUMepeOyKaoum 3a KiNbKiCHMMM NMOKa3HMKaMM KaTacTpOodiUHMX CUTYaLiN BinblUiCTb OepyKaB CBITY.
BionoBigHO 00 CTAaTUCTUYHMX OaHUX, Y cepenHboMy B YKpaiHi wono6u BHacnigok AT ruHyno 9 oci6, 90 ocib
3a3HaBaM TINECHUX YLLKOOXKEHbD. | OOHIE0 3 OCHOBHUX MPUYUH OOPOXHbO-TPAHCMOPTHUX MPUroq €
nepeBuLLEHHSA MaKCUManbHO 003BOTEHOI LUBMAKOCTI PYyXy TPAHCMOPTHOrO 3acoby.

HanbinbLu gieBuM, edbeKTUBHUM Ta 6e3anbTepHaTUBHMM MEXAHI3MOM KOHTPOJIO 33 LUBUAOKICHUM PEXXMMOM
Ha Qoporax AepyKaBU € 3aMpoBafXXEeHHA CUCTEMM aBTOMATUYHOI diKcalii nopyLUeHb MNpaBui SOPOXKHBOIO
pyxy. Taka cMcTeMa Ha CbOrofiHi NPaLtoe y BiNbLUOCTI PO3BUHYTUX KpaiH CBIiTY, MpUYOMY iXHilM OoCBig cBiagYUTb
MPOo YCnillHi 3MiHW CUTYaLLii CTOCOBHO 6e3MneKu Ha goporax.

OcHOBHa 3aja4ya cuctemMm - GikcyBaTH NMepeBULLLIEHHS BCTaHOBNEHUX OOMeXKeHb LUBUOKOCTI PyXy
TPaHCMNOPTHUX 3acobiB, 3aincHIOBaTV GOTO3MOMKY abo Bigeo3anmc Nodil, Lo MiCTATb O3HaKM
agMiHICTpaTUMBHMX MpPaBOMNoOpYyLUEHb, BMAIMBAOUYM Ha 3HMKEeHHS KinbKkocTi ATl no gepykasi. O4ikyBaHMI
pe3ynbsraT - NiABULLEHHS OUCUMMAIHW BOAIIB: KiNbKiCTb 3adikcoBaHMX NOpyLLEeHb MOBMHHA 3MEHLLYBaTUCh He
MeHLLe Hixx Ha 10% BioHOCHO MonepenHboro KBapTana.
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Ta ona NnobynoBu Takoi CUCTEMU, MepLL 3a BCe, HEOOXiAHO
6yno nobynoyBaT MepPEeXKeBy Ta cepBepHY iHPPaCTPYKTYPY

PILLEHHA
LleHTpy aBTOMaTM30BaHOi 06p0bKM iHbopMaLii. 3akpUTUM
OKpPeMUI KOMTMEKC, cyYacHe, LeHTparnisoBaHe, Cisco Hyperflex
KaTacTpodOCTiMKe pilleHHA 3 MOXIIMBICTIO THYYKOro Cisco UCS
MacluTabyBaHHA, OCHOBHWM 3aBOaHHAM SKOro Maso cTaTu Cisco ACI
36epiraHHA Ta 06pobKa BENWMKOI KiNbKOCTI Mefia darnis Scality RING
HEeBETMKOro Po3Mipy. VMware vCenter Server

VMware vSphere

CEPBEPHA NIACUCTEMA CUCTEMM 3BEPEXEHHSA TA OEPOBKM AIAHMX

CepBepHa nigcmcremMa cnucteMm 3bepexkeHHs Ta 06pobku gaHmx (C3i0[0) nobynoBaHa Ha 6a3i pileHb Cisco
HyperFlex Ta Scality RING.

KOMMOHEHTHU C3i0, o AMuUTpo KpacunbHUKOB,
MeHeKep No poboTi 3 KNUYOBUMU KIIEHTAMIK
O Cisco
BIAMOBOCTINKN/A 5 HyperFlex — Lje roToBe rinepKoHBEepreHTHe
) K”aCTep PiLLIEeHHS, SKe BUPILLYE rnpobieMy BUCOKOI
BipTyani3auii

klﬁ CK/1QOHOCTI BiAMOBOCTIVIKUX cucTem LIO |
KOPMoOpATUBHUX IHPPACTPYKTYP. Ha BiaMiHY Big
TRAAULIIVMIHOIO NiagxoAy, akmv rnepenbavyae
HAABHICTb cepBepiB, Mepexxi 36epiraHHS i

KJ1acTtep

36epexeHHs faHnX KnacuyHoi cuctemum 36epiraHHs, Cisco HyperFlex

lﬁ 06'eaHye 064YMCIOBAIbHY IHPPACTRYKTYPRY,

BipTYQ/IbHI MAQLLIMHW | cUCTEMY 36epIiraHHS AAHNX
cepBep

yMpPaBniHHSA

B €4MHY BIAMOBOCTIVKY | BUCOKOMPOAYKTUBHY
; n
IHPPACTPYKTYPY.

ApxiTekTypa Cisco UCS nepenbadac BUKOPUCTaHHA OeKiNbKox cepeoBuLL nepenadi gaHux. il nepesaroto €
MOXX/TUBICTb BUKOPUCTAHHSA MepexxeBUX aganTepiB piBHA rinepsizopa (Virtual Interface Card), wo nigasuulye
piBeHb iHpopMaLiMHOI 6e3nekn.

BigMoBOCTIMKMM KNacTep nobynoBaHo Ha OCHOBI YHidikoBaHoi dabpuku Fabric Interconnect, aka MicTUTb
BOyOOBaHe yrpaBniHHA cepBepaMu, NiaTpmumye TexHonorii Ethernet Ta FC Ta Hagae piBeHb KoMyTaLlii ans
6inblu Hixx 40 6nena-Laci Ta cepBepiB y BiIMOBOCTIMKOMY peXuMi. YHidikoBaHa dabpuKa nigTpumye ta
no3Bosnsae ob'eqHaTH | KepyBaTU cepBepaMm PisHUX TUMIB, TakMMM gk rack-mount, blade Ta Cisco HyperFlex.
TexHonoria Ethernet BukopuctoByeTbCA ON4 Nepenadi AaHMxX MidXK KOMyTauinHUMKM dabprKkaMu i 90pom
Mepexxi.

Cisco ACI € iHdpacTpyKTypoto, Lo 6a3yeTbCs Ha BMMOrax [oOaTKiB Ta 3abe3neuvye iM HeobXxioHe cepenoBuLL,
rnepegadi 4aHUX Ta BK/IOYAE LieHTpanizoBaHy cucteMy yrnpasniHHA. Cisco ACI TiCHO iHTErpyETbCSH 3 CUCTEMOIO
BipTyanizauii VMware vCenter Ta aBTOMaTM3yeE 3aaui MOB'd3aHi 3i CTBOPEHHAM BipTyanbHMX
obumMcnoBanbHUX CEMMEHTIB, MPaBM/ Ta MOMITUK B3aEMOLAI MixK HUMIK. 30BHILLHI Oyepena gaHux, Taki aK
BigeomnoToKu, HaaxoaaTb Ao cuctemm Cisco ACI yepes 30BHILLHI MapLUpyTM3aToOpK Ta MPOXOAaTb OYMCTKY Ta
dinbTpauito 3 BUKOpUCTaHHAM BpaHaMayepa 3 PyHKLIAMY CUCTEMU MoMepemXeHHA BTOPrHeHb Ta
aHTMBIpycHoro 3axmcTty Cisco Firepower Threat Defense.



[na opraHizauii Cuctemm 36epiraHHa gaHUX BUKOPUCTOBYETbCA MporpamMHe 3abesnedeHHa Scality RING, ake
MO3ULLIOHYETbCA AK rnobanbHe CXoBULLE A9 HECTPYKTYPOBaHUX OaHMX (BKOYaoUmM | apXiBHI OaHi), konun
6inblla NponyckHa 30aTHICTb | EMHICTb CXOBMLLA MatoTb HabaraTto BaXKNMBILLe 3HaUYeHHS, HiXK eKCTpeMarnbHO
KOPOTKMIN Yac BiAryKy Npu 4octyni Ao HUX. JaHi MOXyTb AeFAKMIN Yac 3anumiuaTmuca HesaTpebyBaHMMM, OOHAK
npwW HeobXiOHOCTI BOHM MOBUHHI ByTWU OOCTYMHI MPOTATOM CeKyHf (a He XBUNMWH, roauH abo aHis). B ocHoBi M3
Scality nexxaTb anropuUTMuM gMUcrepcinHoro 36epiraHHg, WO 003BONGI0Tb BiAMOBUTUCS Bif TexHonorin RAID B
6rnokax 36epiraHHa gaHMX, 3aMiHUBLLM iX MeXaHi3MOM CTiIMKOro oo nepelukon kogyBaHHe (Erasure Coding).
36epiraHHa gaHumx B Scality RING noBHicTio po3nofineHe - 6e3 nornepeaHboro TO4HOro 3HaHHA Micus, ae
BOHW pO3TalLLlOBaHi.

N3 Scality Ma€e BnacHy TeXHOMOrIi0 3aXMUCTy BiO BTpaTu OAaHWX, Ha3BaHy Advanced Resilience Configuration
(ARC -koH®IirypaLii 3 po3LwmnpeHoto cTinkicTio). ARC € ctaHgapTHoto onuito Scality RING, aka 3abe3sneuye
3aXMCT JaHUX Bil MHOXXMHHUX 360iB/BiAMOB Ha PiBHI canTy/cTinkun/cepBepa/aucka. TexHonoria ARC nossonse
3MEHLLIUTU HeOBXiOaHY KiNbKICTb KOMiM OaHMX MPU MHOXWUHHMX BioMOBax O/19 MOBHOI PEKOHCTPYKLLT
ob6'ekTa/danny, i, BioNoBigHO, NiABULLNTY edEeKTUBHICTb B MOPIBHAHHI 3 TpaaULiMHUMKM anapaTHuMu RAID.

¥ MNaBno 9pmak,

- 4 BIANOBIAHICTb KPUTEPIAM
KepiBHUK IHPPaCTPYKTYPHOro HarnpsamKy

ITIS 36iNbLUEHHS MOTYXKHOCTEN LWAAXOM A0AaBaHHS
pecypciB B 0b4nciioBanbHUIA KNacTep i knacrep

= Lle nepLue B YkpQiHi BrpoBamxkeHHs C3/]
36epiraHHg

o6carom noHaa 316, Lo NpaLitoe B pexXxmmi
Active/Active B BOX reo-po3roaineHmx
LIOA. Bci HeobxiaHIi poboTy noB'a3aHi 3
o6nagHaHHAaM i MO Cisco, Vmware i Scality
6y/11 BUKOHQHI CepPTU@HIKOBAHMMU
daxiBusamm komMraHii ITIS, 6e3 3any4eHHsa
napTHepIiB. Ha BCTAHOB/IEHHS,
HQAQLUTYBAHHS | BBEAEHHS B MPOAYKTUBHY
eKCr/1yaTaLlito BCiX KOMMOHEHTIB PiLLEHHS
3Hagob6unoca meHLe geox Mlcaui.. Llevi
MPOEKT — Lie HaLLua ropaicTs!

MoetanHe 36inbleHHa obcaris gaHmx

MiuHiCcTb Ta KaTacTPOPOCTIMKICTL

EONHUM LEHTP NIATPUMKM B BUPOBHUKaA

Hu3bka BapTicTb 36epiraHHa iHbopMaLlii

HafginHicTb

MEPEXEBA IHOPACTPKTYPA

MepexeBa iHbpacTpyKTypa BioMoBigac cyd4acHMM BUMoram o 6esnexkm LUOL - BMKIOYAE CMOTBOPEHHS,
BUTOKM Ta BTPaTy iHbopMalLlii i3 6a3 gaHux Ta iHbopMaLLiMHUX CUCTEM LLMAXOM aBTOMaTU30BaHOI i3onqLlii
(cermMeHTaUii) NporpaMHMX i anapaTHMX pecypciB (Pi3NUYHMUX cepBepPIB | NPUCTPOIB, BipTyanbHMX MalLWH,
nonaTkiB, 6a3 gaHux, CNy>6oBKUX cepBiciB) oauvH Bio ogHoro BcepenunHi LIOL.

ApXiTekTypa MepexkeBoi GabpUKKM Lboro pilleHHd iHHOBaLliHa, 3aCHOBaHa Ha apxiTeKTypi MoaybHOI
KoMyTaLuinHoi pabpukm SPINE-LEAF, ska A€ MOXKTMBICTb OTPMUMATU «PO3MO4iNTeHUNIN KOMYTAaTOP» B MeXKax
ogHoro abo gekinbkox LLOL. Lle nokpallye MacluTabyBaHHs, 3a6e3nedye rHyykictb ang bisHecy,
BiOMOBOCTINKICTb, HaAiMHICTb HagaHHA IT cepBiciB, 3HMYXKYE CKNagHiICTb KabenbHOI iHDPaCTPYKTYPU (B TOMY
Yyncni Mk canTamm), MPUCKOPIOE BKITIOYEHHSA HOBUX MPUCTPOIB | 3aMycKk A0OaTKIB 3 BUCOKMM PIBHEM 3aXUCTY
(po3MmofineHmx MiXk camTaMm, KNacTepiB A0OaTKIB, MXKMepexeBUX eKpaHiB, HEUTPanbHMX 30H (DMZ)).

MepexeBa pabpuka NMAK BukopmcToBye TexHonorii SDN - Software Defined Network i BoHa eguHa 3
anapaTHUMKM KOMyTaTopaMu, LLLOG BUKITIOUUTU YCKIaOHEHHS iHDPaCTPYKTYPU Ta CMiBiCHYBaHHA 2X OKPEMMX
MepeXK - anapaTHOI, 4K OCHOBHOI, i MpOorpaMHoi -4/19 BipTyalbHOIro cepenoBmLLa.



MepexeBa dabpuka MAK Hagae cucTeMHY iHDOpMaLLilo MPo BiAMOBK Ha PiBHI GI3UYHMX | NOFiYHMX 06'EKTIB,
[03BOJIFIE HETAMHO BM3HAYaTW HasBHICTb MpobieM, BiACTEXXyBaTU MOKA3HUKK CTaHy MepeXKi B LLiIoMy,
rnokasye 3BefieHy iHbopMaLlito Mpo NpobnemMuy yHKLIIOHYBaHHS Ta iXHi MepLUONPUUYMHN.

Tornonoria MepexeBoi pabpukm MacluTabyeTbeca Ha 3 (abo Ginblie) canTiB, MPU LibOMY Ha KOXXHOMY CalTi BOHa
Ma€ NOBHICTIO BigoKpeMneHy iHbpacTpyKTypy i 3abe3sneuye MOXIUBICTb OyayBaTM PO3TArHYTI Mepexi ang
[0oOaTKIB (Y TOMY UYMCHi po3ModineHux Mixk carmtamMm). KoHDIOeHUIMHICTb 4OCAraETbCH 3a JOMOMOIo0
KpuntyBaHHAa UDP VXLAN nakeTiB NnoHag |P 3 OBXMHOIO Kftova He MeHLwe 256-bit.

No okpeMoMy onTUYHoMy KaHany LlOOu 3'eqHytoTbea 3 iHdpacTpyKTypoto MBC.

PE3YJIbTAT NPOEKTY

KomnnekcHe pilieHHs komnaHii ITIS cTtano ocHoBoo 416 3a6e3rnedyeHHs
npauesgaTHoOcCTi NPorpaMHoi cucteMu 3i 36opy, 06pobku Ta 36epiraHHS iHpopmMauii,
MoB'aA3aHoI 3 pikcaLieto SOPOIKHbO-TPAHCMOPTHUX MpABonopyLeHb. Hapasi
pilueHHs po3paxoBaHe Ha o6¢cyroByBaHHS 3000 i 6inbLue crieyianizoBaHmx
KoMr/ieKciB Bigeo ¢ikcauii. Cucrema po3ni3Hae i pikcye nopyweHHs MNOP, cknagae
MpPOTOKOJ1, HAACUJIAE iX.

BrnipoBap)eHHA CUCTEMM

aBTOMaTUYHOI dikcanii nopyweHb

NpaBu AOPOXHbLOIO PyXy NOBUHHO
3HM3MTM KinbkicTb TN no aepxaei
He MeHLUe HiXK Ha y nepuumit
pPiK, Ta He MeHLUe HiK Ha y
APYyrui pik, niasMumT aMcuMniainy

Bogpiis.

nPoO CISCO Ll
Cisco - cBiTOBUM Nigep 3 BUPOOHULITBA Hanbinbll AUuHaAMIYHWUM CUCTEMHUM iIHTErpaTop
MepexxeBoro obnagHaHH4A, cepBiciB 6e3nekKku, YKpaiHu, Lo Haga€ NoBHUIM cnekTp IT-nocnyr: Big
Mepex 36epiraHHa gaHux, MapLupyTu3aLii i iHppacCTpPYKTYpPHUX 00 Bi3Hec pilleHb, Big
KOMyTaLlii, @ TaKoX pilleHb ana crifibHoi poboTu. MpPOEeKTYBaHHSA 00 cepBicHOro 06CnyroByBaHHS.
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